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Extended Abstract

In the context of information warfare Libicki first characterized attacks on computer
systems as being physical, syntactic, and semantic, where software agents were mis-
led by an adversary’s misinformation [1]. Recently cognitive hacking was defined as
an attack directed at the mind of the user of a computer system [2]. Countermeasures
against cognitive and semantic attacks are expected to play an important role in a new
science of intelligence and security informatics. Information retrieval, or document
retrieval, developed historically to serve the needs of scientists and legal researchers,
among others. In these domains, documents are expected to be honest representations
of attempts to discover scientific truths, or to make sound legal arguments. This
assumption does not hold for intelligence and security informatics.

Intelligence and security informatics will be supported by data mining, visualization,
and link analysis technology, but intelligence and security analysts should also be
provided with an analysis environment supporting mixed-initiative, utility-theoretic
interaction with both raw and aggregated data. This environment should include
toolkits of semantic hacking countermeasures. For example, faced with a potentially
deceptive news item, an automated countermeasure might provide an alert using
adaptive fraud detection algorithms [3], or through a retrieval mechanism allow the
analyst to quickly assemble and analyze related documents bearing on the potential
misinformation. The author is currently developing such countermeasures.
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