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Abstract

Hemorrhages of confidential patient health data create
privacy and security concerns. While the US HIPAA
legislation on privacy and security went into effect
over five years ago, healthcare information security
remains a significant concern as organizations migrate
to electronic health records. The recent HITECH
legislation aimed at accelerating this migration
contained mandates for greater security, including the
addition of new requirements on breach reporting. We
overview this legislation and examine a recently
collected sample of inadvertently disclosed files found
on internet-based  file-sharing  networks.  We
characterize the security risk of these files and also
present evidence of the threat by analyzing user-issued
searches. Our analysis indicates that the threat and
vulnerability for the healthcare sector continued, even
as HITECH became effective.

1. Introduction

Inadvertent disclosures of private customer
information have occurred in nearly every industry
from banking to healthcare. Such leaks directly impact
customers through embarrassment, fraud, and identify
theft. In the healthcare sector, data hemorrhages have
multiple consequences [1]. In some cases, the losses
translate to privacy violations and social stigma. In
other cases, criminals exploit the information to
commit fraud or medical identity theft. The fragmented
nature of the US healthcare system results in data
hemorrhages from many different sources including
acute-care hospitals, physician groups, ambulatory
healthcare providers, medical laboratories, insurance
carriers, back-offices of health maintenance
organizations, and outsourced service providers such as
billing, collection, and transcription firms.

In this paper, we examine the recent Health
Information Technology for Economic and Clinical
Health (HITECH) legislation and its potential impact
on the security of protected health information (PHI).
HITECH was enacted as part of the 2009 American
Recovery and Reinvestment Act (ARRA) to spur the
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adoption of Electronic Health Records (EHR). The act
earmarked $20 Billion dollars to be used as incentives
and investments in the creation of a digital health
information infrastructure. The act also followed up on
earlier HIPAA legislation to enhance privacy and
security rules, which became effective in 2003 and
2005 respectively. It expanded the breach notification
process by extending the parties covered under
HIPAA, i.e. care providers and insurers, to include
their business associates. It also defined new
conditions and penalties for noncompliance. According
to US Health and Human Services (HHS) guidance,
affected individuals must be notified that a breach has
occurred within 60 days after the discovery of the
breach. If the HIPAA party does not have contact
information for an individual, then they must post the
breach on their website or make media notifications
(local newspaper, television station, etc.). If a breach
effects more than 500 people, state media and
government notifications are required.

We examine the impact of HITECH on availability
of hemorrhaged PHI on internet-based file-sharing
networks. In earlier work [1], we showed that
inadvertent disclosures of medical information
collected in 2008 made PHI readily available on P2P
file-sharing networks. We found leaks throughout the
health chain including care providers, laboratories, and
financial partners. In one case involving an AIDS
clinic in Chicago that was leaking patient data,
impacted individuals who experienced fraud and social
stigma have recently filed a class action lawsuit against
the clinic [2]. In another study [3], estimated that 0.4%
of Canadian and 0.5% of US IP addresses exposing
documents and spreadsheets on P2P networks, leaked
ones containing PHI. Their results show that, with tens
of millions of simultaneous P2P users in North
America, the exposed PHI at any given point of time is
substantial.

We begin by surveying recently reported healthcare
data losses and the fraud that data fuels. Next we
briefly summarize HITECH and its implications for
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data security. Then we turn to an analysis of
inadvertent data hemorrhages. Our research objective
was to investigate the availability of sensitive PHI
leaked onto to file-sharing networks. Given the
September 23, 2009 effective date of the new HITECH
breach reporting requirements, we sampled healthcare
related files both before (August) and immediately
after (October) the effective date to ascertain the
availability the leaked PHI. We present an analysis of
thousands of files we found. These files were published
in peer-to-peer file-sharing networks like Limewire,
eDonkey, and Bearshare and could be downloaded by
anyone searching for them. The files found included
sensitive patient correspondence, business documents,
and PHI-laden spreadsheets. We found files from
healthcare firms that contained private employee and
patient information for thousands of individuals,
including addresses, Social Security Numbers, birth
dates, and treatment information. We also found
private patient information including medical
diagnoses and psychiatric evaluations. Besides our
analysis of files, we also present evidence from user-
issued searches on these networks that demonstrate the
threat to leaked medical data. We conclude with a brief
discussion on reducing these inadvertent data
hemorrhages.

2. Healthcare Data Losses

Data losses in the healthcare have become all too
common. The Open Security Foundation [4], an
organization that tracks data breaches worldwide, has
documented 277 incidents of medical data loss since
2004. These 277 incidents include over 12 million
individual records, and an average breach size of
46,105 records [5]. The high average size may be
surprising, but is biased by the fact that only large
breaches are typically reported—an issue that has
changed under HITECH.

The majority of breaches publicly reported to the
Open Security Foundation are the result of physical
loss. Lost or stolen laptops, computers, disks, media,
hard drives, tapes, and documents account for 156 of
the 277 incidents. Many of these incidents (like a lost
laptop) represent inadvertent disclosures, rather than
technical hacks. Likewise, laptops that are stolen are
often stolen for the laptop itself—not the data.
However, the data is inadvertently disclosed.

For example, on August 25, 2009, a Blue Cross and
Blue Shield laptop was stolen from an employee at the
company’s Chicago headquarters. The laptop
contained the personal information of more than
800,000 physicians. To put that number in context, the
800,000 number is greater than the 732,000 practicing
physicians in the United States in 2007 according to
the AMA, meaning that nearly every physician’s
unencrypted personal information was available on this

single laptop [6]. This information could be used by
criminals to facilitate false billing of Medicare and
insurers, general identity theft, and other forms of
fraud. Sensitive Information can also simply be lost by
healthcare organizations. For example, in November
2009, insurance provider Health Net lost a single hard
drive containing the personal information and medical
records of 1.5 million members. The information on
the hard drive dated as far back as 2002 and because
customers could be potential victims of identity theft,
Health Net has offered 2 years of identity protection to
each customer [7]. The total cost to Health Net of
providing this protection to 1.5 million customers at
market rates of approximately $10 per month is
estimated to be $360 million.

While physical loss may be the largest component
of reported data breaches, a significant amount of data
loss has occurred over the internet. In the open security
foundation database there are 33 internet based
breaches including email breaches, hacks, viruses, and
web-based data losses. Web-based breaches are the
most common type of internet breach in the database
and in many cases are caused by unfamiliarity with IT
systems and employee error that result in an
inadvertent disclosure. For example, in April of 2008,
it was reported that two improperly configured servers
holding Wellpoint data, exposed the personal and
medical information of nearly 130,000 individuals over
the internet [8] On one server, 1320 enrollees’ data was
so freely available that it had been indexed by search
engines. In the case of the second server, a form of data
protection was in place, but the protected files were left
available for download for over a year. In this instance,
the company contracted to maintain Wellpoint’s data
security was found to be at fault.

Even if the actual files on the computer are well
protected sometimes, a virus spread over a network can
still expose sensitive information. In July of 2009, the
Alberta Health System was infected with the Coreflood
virus [9] The Coreflood virus works by capturing
screen shots of documents as they are opened and then
relaying the information to the website or computer of
the virus originator. The virus in the Alberta Health
System network transferred the information of an
estimated 11,582 patients to its creator before finally
being discovered 14 days later. The virus is believed to
have infected the network via email. Of course, email
is an important everyday part of medicine, but
incidents like the Coreflood breach emphasize the
dangers of email. In some cases, like in the October
2009 leak from Baptist Hospital East in Kentucky,
employees themselves may inadvertently disclose
private information by sharing data directly over email
[10]. The hospital accidently sent out a list of 350
employees’ social security numbers to a large mailing
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list, but had intended to simply notify nurses of the
need to update their medical licenses.

Finally, employee fraud is also a significant
contributing source of data loss. In April of 2009,
Johns Hopkins Medicine reported that a patient
registration secretary was suspected of operating as
part of an identity theft scheme that had affected up as
many as 47 people [11]. During employment at Johns
Hopkins, the employee had accessed the personal
information of over 10,000 people. This information
included addresses, social security numbers, parents’
names, date of birth, place of birth, and medical
insurance information, enough to perpetrate fraud.

3. Background on HITECH
As part of HITECH’s push towards the
development of a digital health information

infrastructure, the act created a new office—the
National Coordinator for Health Information
Technology, to oversee the transition to electronic
health records, and enhance patient privacy. According
to Congressional projections, the act should produce a
rapid and expansive adoption of EHR technology, with
90% of doctors and 70% of hospitals employing the
digital systems sometime in the next decade.

The act also offered powerful incentives to
encourage doctors and hospitals to switch to EHR
technology as soon as possible. Beginning in 2011,
independent physicians can receive a yearly payment
of as much as $15,000. These incentive payments will
decrease over time as the program is phased out over a
maximum of 5 years of eligibility. According to the
House Ways and Means committee, a Doctor
qualifying for all incentives could be awarded as much
as $65,000 for adequately demonstrating meaningful
use of EHR technology over a 5 year period [12].
Similarly hospitals can receive large incentive
payments for converting to EHR technology. Hospitals
demonstrating meaningful use of EHR will receive a
base amount of $2,000,000 for the initial year of EHR
use. This amount will be adjusted upwards for hospital
discharging more than 1150 patients per year ($200 per
patient), and scaled downwardly according to the
fraction of total patients using the government run
Medicare program. Like the payments to physicians,
these incentives will be phased out over a 5 year
period. Long term care or rehabilitation facilities, such
as nursing homes and psychiatric hospitals, are not
eligible for incentives under the stimulus act.

The act also follows up on the federal government's
HIPAA legislation and outlines plans for required
privacy and security controls on EHR systems. While
electronic health records can streamline admittance,
billing, and the administration of care, the increased
accessibility creates new risks. In a system where
almost all PHI is digital, patient vulnerability to

massive scams is a concern, thus driving stricter
measures governing the transmission and storage of
PHI. To address this issue, the initiative establishes
protocols and certifications for health information
technology products. Certification will be necessary for
health providers to qualify for the aforementioned
incentives, and the development of a certification
program will be handled by the National Institute of
Standards and Technology. Furthermore, Congress has
established a protocol to be followed by health
providers in the event of a PHI leak. This so-called
breach notification process has varying response levels
depending on the severity of the breach. Following the
passage of the HITECH act, the Department of Health
and Human Services outlined their requirements for
breach notification [13]. The guidance lists the
necessary steps to be followed in the event of a breach
of unsecured public health information. The special
definition given to “unsecured” by the HHS is
information that is not secured with technology that
renders PHI "unusable, unreadable, or indecipherable"
to unauthorized individuals. In plain terms, EHR
systems must use a form of encryption technology, and
health practitioners must destroy unencrypted copies of
health information after use. If health information is to
be used for scientific purposes, only a "limited data
set" of information relevant to the study is to be
provided and such data must adequately obscure the
identity of the patients. Furthermore, the Act extends
the requirements on data security from parties covered
under HIPAA, i.e. care providers and insurers, to also
include their business associates. According to the
guidance, affected individuals must be notified that a
breach has occurred within 60 days after the discovery
of the breach. If the HIPAA party does not have
contact information for an individual then they must
post the breach on their website or make media
notifications (local newspaper, television station, etc.).
If a breach is larger than 500 people, state media and
government notifications are required. The Secretary of
Health and Human Services will maintain a web hosted
list of entities involved in a breach affecting more than
500 people.

Groups covered under HITECH must also abide by
several other new requirements [14]:

eMust honor an individual's request that information
be withheld from health plan providers if care is paid
for in cash.

eMust be capable of providing a 3-year audit trail of
patient health information disclosures upon request.

eMay not communicate with patients for marketing
purposes resulting in monetary gain without the
permission of the patient.
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Additionally, HITECH increases the severity of
HIPAA fines. The federal government imposed
monetary penalties for both inadvertent and willful
disclosure of unsecured patient information. The
penalties under HITECH increase with the severity of
the violation, ranging from $100 to $1.5 million [15].

Much of the debate around EHR and government
incentives to adopt new systems have hinged around
the words “meaningful use.” Providers must be able to
demonstrate meaningful use to receive incentive
payments. On January 13, 2010 HHS issued a Notice
of Proposed Rulemaking (NPRM) to implement
provisions that provide incentive payments for the
meaningful use of certified HER [16,17]. The proposed
rule included the definition of meaningful use
following a three-stage definition phased in over time,
along with other requirements for qualifying for
incentive payments. That rule was finalized in July
2010 [18]. HHS maintains a website at
healthit.hhs.gov, which provides funding
announcements, tools, and information on health
information technology. The Office has published an
implementation plan which outlines the future goals of
the office and its strategy for meeting its obligations
under the Recovery Act [19].

The success of the HITECH Act will be highly
dependent upon the attractiveness of the incentives to
healthcare providers and their willingness to transition
to digital technologies. The in-trenched familiar and
reliable paper systems supported by ad hoc digital
systems like Excel spreadsheets will likely take some
time to disappear due to resilient legacy use. For
hospitals working with independent physicians, this
likely means maintaining both legacy electronic and
paper systems with new EHR during the transition
phase, which could lessen the economic benefits that
the recovery act hopes for. Furthermore, the
government will need to work diligently to make sure
that the sensitive data in transition into EHRs remain
secured. Firms across all business sectors struggle with
data security problems and it is unlikely that there is a
prescribable out-of-box solution that will work for all
parties handling EHR. Any platform that does become
widely adopted will become a larger and larger target
for parties seeking to exploit EHRs for personal and
financial gains. In the end, the hope is that health
professionals will respond to the offered incentives and
that the HITECH Act will make health care faster, less
expensive, and higher quality. The focus of this paper
is security during the early transition as HITECH
security rules became effective.

4. Research Method - Data Leaks

To examine the challenges of protecting ad hoc
electronic health information, we examine inadvertent
disclosures during the HITECH transition period of

July-October 2009. We characterize the extent of
medical information leakage by analyzing healthcare
related disclosures and search activity in peer-to-peer
file-sharing networks. To collect a sample of relevant,
leaked files, we developed a digital footprint of
promising healthcare industry-related terms. Using
National Institute of Health (NIH) data on research
funding [20] to rank medical research institutions in
the United States, we selected the top 25 institutions
(Figure 1). The ranking is based simply on funding
from the listing of NIH grants, contracts, and
agreements with non profits, research institutions,
medical schools, independent hospitals, higher
education, and individuals.

Rank- Total Funding Dollars

JOHNS AOPKINS URIVERSITY
UNERSITYOF CALFORNIASAN FRANCISCO
UNIVERSITY OF PENNSY SANIA
UNIVERSITY OF VICHIGAN AT AN ARSOR
UNIVESSITY OF WASHINGTON

WASHINGTON UNIVERSITY _:y_n

UNVERSITY QF P TTSBURGH AT 2ITTSBURCH P S—
JKEURVERSITY N ——

YALEURIVERSITY —

UNIVERSITY OF CAL FORNIA LOS ANGELES
UNVERSTYO= NORTH CARDLINA CHAPELHILL
UNIVERSITY OF CAL FCRNIA SAN D EGO

MASSACHUSETTS GENZRALHOSPITAL ——
VANDERB TURIVERSITY _'—
STAN-CRD UNIVERSITY ——
COLUMBIA UNIVZRSITY AEATH SCIERCES _’—
BRIGHAN AND WOMEN'S HOSPITAL —
UNIVERSITY OF VINNESCTA TWINCITIES —
JNIVERSITY OF WISCONSIN ViAD SON —
EMORYURIVERSITY —
FRZD HUTCHINSCA CANCER RESEARCH CENTER —
BAY.CRCOLLZGE OF MEDICINE —
MASSACHJSETTS NSTITJTZ OF TECANCLOGY e—
INIVESSITY OF CK CAGD —

SCRIPSIESEARCH INSTITUTE sy

0 200,000,000 400,000,600

Dollars Awarded

£0C,000,000

Figure 1. Institution ranking.

Rather than focusing on those institutions, we used
them as inspiration to develop a list of searchable terms
for healthcare. Thus, for each institution, we developed
a set (average of 52) of terms and phrases related to
that institution and medical specialties. For example,
for John Hopkins this would include terms like JHM
Institute for Basic Biomedical Science, Hopkins
Institute for Cell Engineering, Hopkins Institute for
Computational Medicine Hopkins Institute of Genetic
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Medicine, Welch Center Biostatics Center, Johns
Hopkins Bayview Medical Center, Middle Atlantic
Spectrometry Lab, Wilmer Eye Institute, Blaustein
Pain Center, Brady Urological Institute, Sidney
Kimmel Cancer Center, etc. Notice that these included
the names of many clinics, research centers, and
specialties (over 1250 in total across the top 25
institutions). Those terms along with many generic
ones (medical, hospital, health...) were used to search
for files in the major P2P networks. With the help of
Tiversa Inc., we used these terms to search the four
most popular networks (each of which supports the
most popular clients) including Gnutella (e.g.,
Limewire, Frostwire, BearShare), FastTrack (e.g.,
KaZaA, Grokster), Aries (Aries Galaxy), and e-donkey
(e.g., eMule, EDonkey2K). We conducted our first
search over a 2-week period in July 13-27, 2009. Files
containing any one or combination of these terms in
our digital footprint were captured along with related
user-issued searches in those networks. We focused on
text files, files from the Microsoft Office Suite (Word,
Powerpoint, Excel, and Access) and Adobe (pdf). Our
goal was to gather a sample of files to characterize the
ongoing data hemorrhage. Since users randomly join
P2P networks to find and share media (and then
depart), the network is constantly changing. The
dynamic nature of P2P networks with many different
networks, clients, and users makes it difficult to
estimate the exact population size in aggregate or at
any particular moment. Estimates have placed the P2P
population at around 10 million simultaneous users
[21]. New clients are constantly being introduced
while others have been shut down though legal action.
Using Tiversa’s systems, we participated in those
networks over a two-week period and collected a very
large sample of this activity — a total of 7,911 files.

Given our search approach, we often captured files
that were not remotely relevant to our search (in this
case, having nothing to do with healthcare) or were
duplicates. After an initial analysis to remove
irrelevant and duplicate files, we arrived at 2,966 files
for further (automated and manual) analysis.

As one might suspect, the majority of medical-
related files available on P2P networks fall into the
educational category (publically available health-
education materials) along with reports and journal
articles. This is consistent with earlier results and the
fact that many P2P users are students. We also found a
range of files related to organizational operation such
as billings, insurance claims, marketing documents,
and legal forms. Likewise we found many HR related
documents including job listings, cover letters, and
résumés. Of course, we did find a number of files that
posed risks to organizations and patients, including
many with PHI. For example, we found nursing notes
(see Figure 2), medical histories, patient diagnoses,

psychiatric evaluations, letters to patients, and
spreadsheets with patient data. Each file was rated on a
simple 3-point scale (see Table 1), with 0 representing
low risk, 1-medium risk, 2-high risk (ones with PHI
including such identifying information as name,
address date of birth, social security numbers,
insurance numbers, and health related information). Of
course a scale with five- or seven-points would permit
greater discrimination. In practice, however, we found
we could not further distinguish between the files
(without further file information). Thus, for our study,
a more finely grained scale would increase the scale’s
variance through the induction of random noise rather
than a systematic variance attributable to the
underlying risk phenomenon [22]. Ratings were
conducted by a single researcher with a second-party
review of the ratings. As such, inter-rating reliability
was not an issue.

Table 1. File Risk Rating Scale

Level Definition

High e  Substantial PHI such as patient
evaluation and diagnosis and

2 significant (multiple) identifying
information such as address, date of
birth, social security numbers,
insurance numbers, and health
related information.

e  Marked as confidential.

Medium | ¢  PHI such as patient evaluation and
diagnosis and with limited
1 identifying information (name and

address).
e  Letters and forms with limited PHI.

Low ¢ Information that is commonly
shared with others in course of

0 business but not with the general
public (and is therefore quasi-
public) -e.g., resumes, cover letters,
forms, sales presentations.

e  Public information.

e  Education material.

After categorizing the files, we found that about
15% of the relevant files posed some risk (a 1 or 2 on
our scale) and 8% had significant PHI (a 2 on our
scale). The files we found illustrate that PHI is often
electronically stored outside of enterprise-class EHR in
ad hoc file formats like documents and spreadsheets
that are vulnerable to inadvertent disclosure.
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Figure 2. Redacted example of document with PHI.

S. Threat

We have shown that sensitive medical information
is available on P2P networks. In addition, we have
found that there are users who seek out these
documents. Using the same set of terms, we were able
to identify thousands of suspicious incoming searches.

We collected about 417,000 searches with nearly
125,000 related to medicine and healthcare (Figure 3).
Those user-issued searches were also categorized by
discernable threat level on a simple four-point scale. Of
these searches, 102,000 searches were not considered
to have a discernable malicious intent. Searches like
“medical”(17,993 searches), “dna”(12,983), “eating
disorders”(2380), ‘“heart care” (2395), ‘“health
secrets”(378), “medicine”(8329) may be malicious, but
are more often intended to recover general information
rather than sensitive documents. While these terms
could relate to medical data, it seems more likely that
the intent of the searcher was benign. For example,
“medicine” could be a search for the film “Medicine
Man”, or the TV show “Dr. Quinn Medicine Woman”,
or the Bon Jovi song “bad medicine”, the punk rock
band “Medicine”, or songs by Kim Leoni, Three Six
Mafia, and Guster that are all titled “medicine.”

A threat rating of 1 was given to searches that were
more specific and likely to return sensitive data, even
though the searcher may have not had a malicious

intent. Searches falling under this rating include:
“medical school” (6,930 searches), “aids research”
(389), “medical center” (371), “autism research”,
“cancer center” (309 searches), and “autism research”
(15). A threat rating of 2 was given to searches that
were highly suspicious and very likely to be directed at
recovering sensitive documents. The searches
“university research park™ (82 searches), “hiv center”
(45), “cytology core” (7 ), “broad institute”(2), and
“Columbia center for aids research” (4), are search
terms that users are unlikely to enter into a P2P
network for finding health information (keep in mind,
P2P is primarily for sharing media). Searches that were
clearly intended to recover confidential research
documents and other sensitive files were given the
highest threat rating of 3. The searches, “Public health
passwords”(79 searches), “hiv diagnosis” (72 ), “breen
lab” (42 ), roche labs (188), pharmacogenetics
proprietary (17), “confidential embryonic stem cell
20097(1), spctrm internal (1), and “pittsburgh cancer
institute files” (2), are all intended to gain access to
either patient data or confidential research. Several
research labs at major institutions were targeted by
name including, the Breen lab (42) at North Carolina
state university, the Moore lab (19), Keating lab (5),
and Sauer Lab (2) at MIT/Scripps, Cooper lab (17) at
Washington University, Roberts lab (5) and Chu Chen
Lab (3) at Fred Hutchinson Cancer Research Center,
and the Kemp Lab (3) at Georgia Tech. This type of
sophisticated searching indicates that P2P users are
looking to do more than commit health care fraud, and
are also actively seeking out confidential research
findings and information.

Unsurprisingly, most of the collected search terms
were intended to return materials commonly shared
over P2P networks, pornography (52,153 searches),
audio files (37,041), and videos (49,990). Searches like
“eminem medicine ball” (22,623 Searches), “teens”
(24,938), and “the matrix” (21,093), overlapped with
our focus on searches related to medical data but were
clearly not related to healthcare.

In addition to medical searches, we also uncovered
suspicious searches related to the federal government,
educational institutions, and corporations. Searches
like “Columbia 2009 my documents” (1 search), “mit
passwords” (39), and “confidential university” (291),
are a clear indication that there are users seeking to
gain access to documents from university networks.
Furthermore, searches such as “Washington blue prints
228397”(1 search), “Washington classified” (39),
“Langley building docs” (4), and “lincoln lab” (421),
are unsettling from a national security standpoint.
Since this data was collected inadvertently (because
they overlap with terms and phrases were watch
looking for), the actual threat is likely to be much
larger than our data indicate. Overall, 30% of the user-



Proceedings of the 44th Hawaii International Conference on System Sciences - 2011

issued searches we captured (based on our terms)
appeared to have a medical-related intent. Of those,
nearly 18% appeared to have some level of threat with
about 1% representing highly focused searches (a three
on our scale).

Books and
Magazines
0.2% _ Corporate
~_Education
6.0%
——_Federal
0.1%

Video
12.0%

Unknown
28.1%

Pornography

Software_” 12 P
0.1% ~_Other
2.1%

Figure 3. Categorization of user-issued searches.

In conclusion, the collected search data expose the
prevalence of malicious medical-related searches on
P2P networks. We have found that users have
developed targeted search terms for flushing out
patient data files and research findings. When this
information is combined with the numerous documents
collected as part of our experiments we conclude that
users are not only searching for sensitive files, but also
finding them.

6. Follow-up on Business-Related Spreadsheets

On August 24, 2009 US HHS published final
guidance related to HITECH breach notification for
unsecured protected health information [23]. Those
rules applied to breaches of protected health
information occurring on or after September 23, 2009.
Under HITECH, within 60 days after the discovery of
the breach, organizations are required to provide
notification to the affect individuals. If the individuals’
contact information is not available, then they must
post the breach on their website or make media
notifications (local newspaper, television station, etc.).
Moreover, breaches greater than 500 people also
require state media and government notifications.
While these requirements went into effect in
September, HHS provided some relief from full
enforcement until February 22, 2010 to adapt to the
new rules. Signaling an end to the enforcement delay,
on February 23, 2010 HHS's Office of Civil Rights
posted a list of over 60 organizations that reported
breaches of unsecured PHI affecting 500 or more
individuals on OCR's website [24].

On the eve of the effective date (September 23), we
reinitiated a two-week sampling of files on P2P
networks, using the search terms from the August
collection. However, this time we focused exclusively
on excel spreadsheets that might contain significant
PHI (files with the xIs extension). Over that period we
collected 3,766 spreadsheets, of which 788 were
unique, relevant files. Of those relevant files, 45%
contained information that held some risk for
organizations or individuals and 2.5% represented
significant risk. For example, we found spreadsheets
showing medical settlements that included the
individuals’ names, addresses, DOBs, SSNs, phone
numbers, employers, insurance information, and the
amount of the financial settlements. Others included
medical forms and reports with PHI or healthcare
employee information. Five of the files we found
appeared to qualify as major breaches under the new
HITECH rules—that is they contained significant PHI
for more than 500 individuals. For example, we found
one detailed monthly case logs on several hundred
mental health patients over a two-year period. Another
contained insurance information for over 7,000
individuals,  including  personally  identifying
information, their physicians, and dates of service (see
example in Figure 4). Yet another more extensive
spreadsheet included similar information on over

o e ¢ o " , — L
(= — s 10 e Coaraane 008 Sims Aging Tout Provider ﬁ

27§ 1 = T RETIRS 2006868 09 DR

Figure 4. Redacted spreadsheet with PHI.

16,000 patients, but also included employer
information and diagnosis codes for each patient.
Together the five files contained sensitive PHI on over
28,000 individuals.

7. Discussion

Certainly, we did not expect the effective date of
HITECH would result in the elimination of inadvertent
disclosures of PHI. In fact, given the nature of P2P
networks, leaked files live-on within the network long
after the original leak source is closed. We are
encouraged to report that we did not find any research-
related PHI (PHI disclosed as part of a research
activity). Documents and studies related to research
that we did see had replaced patient ID with tokens,
anatomizing the data. However, our results show that
significant PHI leaks continue from other areas within
the health supply chain, placing organizations and
patients at risk. Moreover, it is important to note the
results of this effort show that the root problem is not
simply P2P networks. The files we found in P2P
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networks are the same ones that would be disclosed
with a lost laptop, CD, or flash memory. Peer-to-peer
networks simply provide a window into the types of
data that can easily be inadvertently disclosed. Thus
the solutions to the data hemorrhage must go beyond
blocking P2P networks.

There are indeed many measures that the healthcare
sector should consider, beyond blocking P2P networks
and preventing files from migrating to machines that
participate in P2P. While none themselves represent
the single answer, efforts such as P2P monitoring,
disk-level encryption, tokenization, and data truncation
all help. More importantly, moving sensitive material
out of ad hoc databases such as spreadsheets and
documents and into enterprise-class software will
likely reduce the types of inadvertent disclosure we
observed.

As compared with earlier studies we conducted in
the banking sector (Johnson 2008), we note that the
extended enterprises of healthcare providers often
include many technically unsophisticated partners who
are more likely to leak information. Thus tracking and

stopping medical data hemorrhages is more complex
and possibly harder to control given the fragmented
nature of the US healthcare system. However, efforts
to move PHI out of ad-hoc files (like spreadsheets,
simple databases, and word processing) and into better-
managed EHR should reduce the inadvertent
disclosures we document in this paper.

8. Acknowledgements

This research was partially supported by the
National Science Foundation, Grant Award Number
CNS-0910842, under the auspices of the Institute for
Security,  Technology, and  Society  (ISTS).
Experiments described in this paper were conducted in
collaboration with Tiversa who has developed a
patented technology that, in real-time, monitors global
P2P file-sharing networks



Proceedings of the 44th Hawaii International Conference on System Sciences - 2011

9. References

[1] Johnson, M. Eric (2009) “Data Hemorrhages in the
Health-Care Sector,” Lecture Notes in Computer Science, R.
Dingledine and P. Golle (Eds.): FC 2009, LNCS 5628, 71—
89, ICFA/Springer-Verlag Berlin Heidelberg.

[2] “John Doe et al. vs. Open Door Clinic of Greater Elgin,
an Illinois Corporation” 2010.

[3] El Emam, Khaled, Emilio Neri, Elizabeth Jonker, Marina
Sokolova, Liam Peyton, Angelica Neisa, Teresa Scasa
(2010), “The Inadvertent Disclosure of Personal Health
Information through Peer-to-peer File Sharing Programs.”
Journal of the American Medical Informatics Association,
17: 148-158.

[4] http://www.opensecurityfoundation.org/
http://datalossdb.org/

[5] Through September 2009. http://datalossdb.org/

[6] “Laptop Theft Nets Data on 800,000 Physicians”
Information Week, Thomas Claburn, October 15, 2009,
Source:
http://www.informationweek.com/news/healthcare/security-
privacy/showArticle.jhtml?articleID=220601030 Retrieved:
December 7, 2009

[7] “ 1.5 Million Medical Records at Risk in Data Breach”
The Hartford Courant, Matthew Sturdevant November 19,
2009. Source: http://www.courant.com/health/hc-
healthbreach1119.artnov19,0,1798384.story Retrieved:
November 28, 2009

[8] “Wellpoint Customer Information Exposed”, Associated
Press, Tom Murphy, April 8, 2008, Source:
http://attrition.org/dataloss/2008/04/wellpoint01.html
Retrieved :December 8, 2009

[9] “Security of health information like ‘Fort Knox’: doctor”
CBC News, July 9, 2009 Source:
http://www.cbc.ca/canada/edmonton/story/2009/07/09/edmo
nton-virus-ahs.html Retrieved: December 9, 2009

[10] “Email leaks 350 Baptist East employee Social Security
numbers”, WHAS11, Rachel Nix. October 26, 2009.
Source: http://www.whas11.com/news/consumer/Email-
leaks-350-Baptist-East-employee-Social-Security-numbers-
66250142 .html Retrieved: December 10, 2009

[11] Letter: “Re: Possible Compromise of Personal
Information”, Johns Hopkins Medicine, Donald L Bradfield
Senior Counsel, April 3, 2009. Source:
http://datalossdb.org/primary sources/0000/1552/1TU-
168293 .pdf Retrieved: December 11, 2009

[12] Title IV Health Information Technology for Economic
and Clinical Health. Majority Staff of the Committees on
Energy and Commerce, Ways and Means, and Science and

Technology. January 16, 2009 Source:
http://waysandmeans.house.gov/media/pdf/110/hit2.pdf
Retrieved: July 1, 2009

[13] Guidance Specifying the Technologies and
Methodologies That Render Protected Health Information
Unusable, Unreadable, or Indecipherable to Unauthorized
Individuals for Purposes of the Breach Notification
Requirements under Section 13402 of Title XIII (Health
Information Technology for Economic and Clinical Health
Act) of the American Recovery and Reinvestment Act of
2009; Request for Information. Office of the Secretary,
Department of Health and Human Services. April 17, 2009
Source:
http://www.hhs.gov/ocr/privacy/hipaa/understanding/covered
entities/hitechrfi.pdf Retrieved: February 1, 2010

[14] The Health Information Technology for Economic and
Clinical Health Act (HITECH Act): implications for the
adoption of health information technology, HIPAA, and
privacy and security issues. Linn Foster Freedman, Nixon
Peabody. February 23, 2009. Source:
http://www.nixonpeabody.com/publications_detail3.asp?ID=
2621 Retrieved: July 1, 2009.

[15] Federal Register (2009) / Vol. 74, No. 209 / Friday,
October 30, 2009 / Rules and Regulations, 56123- 56131.
http://www.hhs.gov/ocr/privacy/hipaa/administrative/enforce

mentrule/enfifr.pdf
Retrieved: February 1, 2010.

[16] Federal Register (2010) “Medicare and Medicaid
Programs; Electronic Health Record Incentive Program;
Proposed Rule,” Vol. 75, No. 8 / Wednesday, January 13,
2010 / Proposed Rules, 1844-2011.
http://edocket.access.gpo.gov/2010/pdf/E9-31217.pdf
Retrieved: February 27, 2010.

[17] Federal Register (2010) “Health Information
Technology: Initial Set of Standards, Implementation
Specifications, and Certification Criteria for Electronic
Health Record Technology; Interim Final Rule,” Vol. 75, No.
8 / Wednesday, January 13, 2010 / Rules and Regulations,
2014-2047.
http://edocket.access.gpo.gov/2010/pdf/E9-31216.pdf
Retrieved: February 27, 2010.

[18] Federal Register (2010) “Medicare and Medicaid
Programs; Electronic Health Record Incentive Program;
Final Rule,” Vol. 75, No. 144 / Wednesday, July 28, 2010 /
Rules and Regulations 44314- 44588.
http://edocket.access.gpo.gov/2010/pdf/2010-17207.pdf

[19] Health Information Technology American Recovery and
Reinvestment Act (Recovery Act) Implementation Plan.
Office of the National Coordinator for Health Information
Technology. Source:
http://www.hhs.gov/recovery/reports/plans/onc_hit.pdf
Retrieved: July 5, 2009.




Proceedings of the 44th Hawaii International Conference on System Sciences - 2011

[20] Source:
http://report.nih.gov/award/trends/AggregateData.cfm?Year=
2008

[21] Mennecke, T. (2006), “Slyck News — P2P Population
Continues Climb” June 14,
http://www.slyck.com/news.php?story=1220.

[22] DeVellis, R. F. (2003), Scale Development: Theory and
Applications, Second Edition, Sage Publications, London.

[23] Federal Register (2009) “Breach Notification for
Unsecured Protected Health Information; Interim Final
Rule,” Vol. 74, No. 162, August 24, 2009/ Rules and
Regulations, 42740-42770.
http://edocket.access.gpo.gov/2009/pdf/E9-20169.pdf
Retrieved: February 2, 2010

[24] Office for Civil Rights HHS (2010), “Breaches
Affecting 500 or More Individuals,”

http://www.hhs.gov/ocr/office/index.html.
Retrieved: April 27,2010

10



	Select a link below
	Return to Proceedings
	Return to Main Menu



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




