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A Case (Study) For Usability in
Secure Email Communication

s a network security researcher, | bnd it very [dissld Alice to her original contract by

proving that the signature he pos-

appointing that most users canOt, or simply doggStes was created before Alice pub-

lished her keyNperhaps by using a

secure their everyday Internet communicationgme-stamping serviéer an online

notaryNAlice can still claim that she

For good reason, usability in security has receiv#iéhOt know her key was stolen.

More sophisticated protocols for

a fair deal of attention in the past few years (see the Septemndespudiation are needed, but as it
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2004 special issue on this topito
push the issue further, | decided
initiate my own informal case stud
on the usability and practical rel
vance of standard security mech
nisms for email communication.

| focused my attention on avai
able public-key cryptography tech
niques for digitally signing an
encrypting email. My brst step w;
to establish a publicbprivate key p
to use with email. | chose to use S
cure/Multipurpose Internet Malil
Extensions (S/MIME), a standard f
signing and encrypting email, bg
cause itOs already supported by p
lar email clients such as Apple Mg
Outlook Express, and Mozillal
Thunderbird. Unlike S/MIME, |
found that Pretty Good Privac
(PGP) and the GNU Privacy Guarl
(GPG) were unusable with nontect
nical correspondents because it
quired them to install additiond
software. S/IMIME, it seemed, wa
the better solution for these Oeve
day users O for whom the concept

now stands with standard S/IMIME,
realized that, currently, everydaynonrepudiation for casual email users

tousers seldom need to do so, as|wdoesnOtwork in practice.

y will see if we examine email sigha-

e-tures more closely. Integrity

na- For any message, Alice can Us€orging email messages ontodayOs In-
her private key to generate a cryptp-ternet is surprisingly easy, and forg-

- graphic package that a recipient garies such as phishing emails are a

- verify only by using her public key directthreatto everyday users. Inthe-

d and the original message. This packery, if messages are digitally signed,

asage is called dpgital signature and | recipients can reject those with

aiprovides two basic properties: nop-spoofed OFromO addresses because

e-repudiation and integrity. their signatures wonCt be validNthat

is, only Paypal can sigh messages that

or Nonrepudiation appear to come from paypal.com.

2- Nonrepudiation is the idea that, in Digital signatures also provide protec-

ppiineory, a signer such as Alice can@n against adversaries who modify

ailJater deny that she signed the mesparts of the message in transit,

Osage. For example, occasionally &lthough | would argue that such

submit reviews for conference papergmail modibcations present very lit-

y over email. | could digitally sign my tle threatto everyday usersNfor them,

d messages to claim responsibility |fodigital signatures® main utility is in

1- my words. But as any security re-countering forged sender addresses.

researcher would be quick to point  In practice, however, digital signa-

l out, digital signaturesO nonrepudiatures are aweak line of defense. Phish-

s bility is just an illusion. Alice can al- ers can use cleverly crafted email

yways claim that someone stole headdresses such as customer-service@

5 gbrivate key and that the signature is gaypal-help.com to trick users into

public-key infrastructure (PKI), PGP, forgery. And if thatOs not enoughpelieving that theyOre corresponding

certipcates, keys, and so on remailice can publish her key iffie New
elusive. Additionally, | decided to get York Times, letting potentially any-

my public key certibed by Thawt

(www.thawte.com), an online cert

tibcate authority (CA).

Digital signatures

with Paypal. Because phishers can le-
gitimately own a domain such as pay-

e body sign a message using it. In sucpal-help.com, a phisher can obtain a

situations, Alice can be penalized focertibcate and generate emails from
negligence or irresponsible behaviorthat domain that have valid signatures
but she canCt be held responsible fthis s justa hypothetical example, but

the contents of messages signed witht the time of writing, paypal-

After months of signing email, IQveher private key. Even if Bob tries
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dentiality of my electronic conversa- tally signed) by a CA that Bob trus

s,deed create a bogus certibcate for my

tions in mind, | convinced some af then Bob will accept AliceOs certib-identity, certiped by a malicious CA

my research colleagues to encryptate as being authentic. If AliceOs

keat | donOt trust, but thatis on the list

their email conversations with me. is certibed by a CA thatOs not orof installed third-party CAs. Because

By pre-installing third-party CA certificates
into email clients without rigorous auditing
procedures, vendors are breaking the trust
model required for PKI to be successful.
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fingerprints through an out-of-band cause this list doeseitespond to
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While exchanging public keys, the BobOs trusted list, Bob can try to

the S/IMIME email client would
trust the certibcate, were my col-
leagues accepting a fake certibcate
signed by another CA or were they
accepting my Thawte certibcate?
Clearly, users must brst trust the
CAs installed in their email clients.
Second, if Alice and Bob are ex-
changing keys, they should use a CA
that they both trust. Absent a com-
ndhon trusted CA, the just-men-

mostimportant step is to verify that aa trusted path to AliceOs certibcate bytioned man-in-the-middle attack is
man-in-the-middle isnOt subvertingstarting at a CA that he does truststill possible, with or without certip-

your exchange. If we assume that|ah.etOs say that Bob trusts only &3l
adversary can control our conversaencounters AliceOs certibcate sig

cate chains. PKI has been plagued by
néd end-pointsNby pre-installing

tions, we must verify the exchangedby CAs. Bob can try to bPnd a chain third-party CA certibcates into

public keysO authenticity. of trust in which CA certibes CA
Charlie, a man-in-the-middle; who inturn certibes C4(certibcate

can pretend to be Bob with respectchains can be much longer in pra

to Alice and Alice with respect t

email clients without rigorous audit-
ing procedures, vendors are breaking
c-the trust model required for PKI to

tice). This certibcate chain lets Bobbe successful.

Bob. Alice and Bob communicate establish a path of trust to AliceOs cer- Now, consider enterprise sys-

OsecurelyO except that theyOre bdthcate, even though he doesnOt
communicating through Charli¢ plicitly trust CA. PKI proposes

exems, in which organizations can
make rigorous policy decisions

without realizing that heOs decryptmeshes of CAs established by certifabout a CAOs certibcation proce-

ing and re-encrypting their me

- cation relationships. Meshes can alsdures and thereby outsource the

sages. The most secure way for Alicenclude hierarchies of higher-level key management functions to a

and Bob to verify their keysO authenCAs certifying lower-level CAs an
ticity is to do so in person; this, how- cross-certibcation authorities whi
ever, isimpractical, giving rise to thecan bridge trust hierarchies into
key-distribution problemNhow can| mesh to aid in building trust paths.
users distribute their public keys to  Although this approach can prg
other parties reliably? The PKI vide a high level of assurance in g
world has developed two solutions:terprise-level communications, it h;
either rely on atrusted third party (or a few limitations when applied t
a more elaborate network of trustedemail exchanges between every
third parties) such as Thawte orusers. Mainly at fault is the list
VeriSign  (www.verisign.com) to OtrustedO CAs that the email clie
certify that your correspondentOsoftware vendor has pre-installed
public key is bound to his or her colleague of mine, Scott Rea, ca
identity, or verify the authenticity this alist of Othird partiesO as opp¢
yourself by checking the public keyOw a list of Otrusted third partiesO

- the set of CAs that the email clien
users trust. After all, | chose not

(OOB) channelNthat is, by a sep
rate means of communication.

Third-party “trust” authority that | had never heard

d trusted CA. They can also make
chrigorous policy decisions regarding
avalid trust paths to other CAs. For
example, the Higher Education
- Bridge Certibcation Authority
2n{HEBCA) has a stringent process of
asassigningvels of assurance (LOA) to
0 CAs that are part of the bridge.
daidigher education organizations
ofcan then trust HEBCA, and the or-
nt@anizations that are part of HEBCA
Acan trust each otherOs certibcates. In
llsother words, HEBCA ObridgesO
pseaist between different organiza-
betions operating under their own
PKls by certifying their CAsO prac-
tO6ces. Training employees within an
toorganization to recognize valid cer-

get my public key certibed from an tibcates is feasible because the orga-

of nization has a Pnancial incentive to

Verifying the authenticity of keys (and hence didnCt trust), but rathedo so. Everyday users, however,

with my correspondents was surpris-had it certibed by Thawte. My cor

L don®t have the time or motivation

ingly error-prone. LetOs analyze theespondents, howeveatponOt know for rigorous bookkeeping about

PKI solution that relies on CAs brst. my trusted CA a priori. A powerfu

various CAsO certibcation proce-

If AliceGs public key is certibed (digian-in-the-middle attack could in
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trusted paths are less meaningft
users donOt understand the cert
ing CAOs procedures and are will
to accept any certibcate that th¢
emalil client trusts. (Note, howeve
that PKI can be quite successful &
means for an enterprise-level d
ganzation to authenticate everyd
usersNthe organization can ha
rigorous policies about which CA
certibcates it should accept, wit
out including everyday users
these trust decisions.)

As 1Ove argued, exchanging k
using current implementations
S/MIME s risky for everyday uset
because their trust in their emg
clients is misplaced. We must take
long-term approach toward buildin
usable key-management methods
educating everyday users about try
ing CAs and establishing a comm
root of trust with their correspon;
dents. An independent organizati
such as HEBCA can audit CAs cal
fully and help establish a comm
root of trust. Users and email clie
vendors can then beinstructed to tr
only CAs with the auditing organizg
tionOs approval. In the short-ter
however, because most everyday u
don®t have mutually trusted CAs, th
should use the second solution, B
gerprint veribcation, to foil man-in-
the-middle attacks.

Fingerprint verification
A bngerprint is a secure hash of {
public key and is a smaller, diges
form. Verifying that the exchange
keyOs Pngerprint matches the or
nal keyOs bngerprint is a much fa
way to verify the keyOs authenticity
The recently proposed concept
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Il ter which key continuity gives theé over-IP (MolP) services such
ifyuser a sense of security. This apPhilip ZimmermannOs Zfone (
ngroach has limitations, however: philzimmermann.com/EN/zfone/),
zirwhat can Alice do if her key is com)- given that itOs very difbcult for|a
r, promised? In a CA-based approachman-in-the-middle to subvert
aslefore using AliceOs key to sequneice conversation in real time.
r-communications, Bob can check theAdditionally, humans can easily
ayCAOs revocation list or use the Onlineverify the semantic integrity of
veCertibcate Status Protocol (OCSP)voice conversation with a know
Ogo ensure that it hasnOt been compraeorrespondent because a man-in-
h-mised. KCM, however, relies on the-middle would have trouble im
n Alice informing all her correspon- personating your correspondentOs
dents that her key has been comprovoice. (Caveat: humans are poor|at
eywised. KCM proponents argue that verifying the semantic integrity of
of the added benebt of an infrastruc-conversations with unknown cor
s tureless approach outweighs the rerespondents, a weakness that is |ex-
ail duction in security from potentially ploited in social engineering attacks.)
> gompromised keys. If users verifylt would be prudent, however, t
g Pngerprints often enough, they canexpect computers in the not-too
antimit the amount of damage a com- distant future to be able to synthesize
Isppromised key causes. voice in real time. A dedicated man-
on This brings us to one bnal ques-in-the-middle could possibly re
tion: how can users verify a keyOs prplace the part of your conversation
bngerprints reliably? One option is {o related to Pngerprint veribcation.
e-verify bngerprints for email over IM Soon, we will need more sophisti-
onand Pngerprints for IM over email. cated methods for verifying aremote
ntHowever, this approach still wonOicorrespondent®s bngerprints, |out
Isprotect us against motivated adver-until then, relying on real-time voic
- saries (or our employers!) who canveribcation seems to be the best op-
mjntercept both communication lines tion. In my personal experience, my
seaid subvert our attempted OOB correspondents seemed rather
neypngerprint veribcation. comfortable with the OgeekinessQ of
n- Exchanging SMS messages |s @ading random numbers over the
viable optioR because the mobile phone. However, with VoIP soft-
phone network is clearly separatedvare becoming more popular
from our organizationsO networksamong everyday users, a mechanism
(or are they?). After hearing aboutto use the same veribed keys for
hehe purported collaboration be- email communications will be
tedveen the NSA and AT&T, how-| great solution to the problem
d ever, relying on phone companiesOOB bngerprint veribcation.
gito deliver electronic bngerprints  Although neither the truste
staftso seems risky against capable atttird-party nor Pngerprint solution
y. versaries. In the end, if you canGn their current forms seem suff-

of

key continuity management (KCM)>#is

an emerging alternative to the CA
based approach. KCM posits th
once Bob has veribed a keyOs bn
prints, he can be sure that the key
uses for encryption is the same @
heOs veribed in the past. Users ne

‘Inthe end, if you canOt verify fingerprints

;in person, it seems safest to verify them over
he

nthe phone.

2

rely on an elaborate network of CA
to certify keys. As with SSH, users
email clients are assumed to verif
newly observed keyOs bPngerprint

sverify Pngerprints in person, |t ciently secure for everyday users,

ofseems safest to verify them over thperhaps a hybrid approach is needed

y @hone. This is the standard methodin the short term. As | suggested

abf Pngerprint veribcation in voice- with CA-based PKI, everyday users
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should verify a keyOs Pngerprintdribute-based annotations to help 4. S.L. Garbnkel and R.C. Miller,
Mechanisms developed for KCM users make better trust decisions OJohnny 2: A User Test of Key Con-
can bolster trustin CA-certibed keysabout their email communicatién tinuity Management with S/IMIME
and ensure that users verify Pngeruntil such usable mechanisms are and Outlook Express@uc. Symp.
prints to secure communication. | introduced into popular email Usable Privacy and Security (SOUPS
clients, however, proceed with cau 05), ACM Press, 2005, pp 13D24.
tion and verify those Pngerprints. | 5. A.J. Nicholson et al.,OLoKey:
here are several barriers for every- Leveraging the SMS Network in
day users whowish to secure theirAcknowledgments Decentralized, End-to-End Trust
communications. S/IMIME is Supt  The author thanks Scott Rea for his insightful Establishmentroc. 4th Int’l Conf:
ported by popular email clients, but comments and willingness to read multiple Pervasive Computing (Pervasive 06),
casual users are lulled into a fals@afts of this article. He also thanks Sean LNCS 3968, Springer-Verlag, pp.
sense of security; accepting Ovaliduith, Patrick Tsang, and Phoebe Wolfskill 202D219.
signatures without comprehending for their helpful conments. 6. C. Masone and S.W. Smith,
the underlying trust assumptions or OTowards Usefully Secure Email,O
being content with encrypted email References IEEE Technology and Society Maga-
without being diligentabout Pnger- 1. IEEE Security & Privacy, special issue zine, to be published, Mar. 2007.
print veribcation highlights th on usable security, vol. 2, no. 5, 2004.
mismatch between the userOs expec2. S. Haber and W.S. Stornetta, OHg
tations and their communicationOs to Time-Stamp a Digital Docu-
underlying security. ment Q. Cryptology, vol. 3, no. 2,
On the optimistic front, PKI 1991, pp. 99D111.
awareness is increasingNhere | at3. P. Gutmann, OWhy Isnt the Inter-
Dartmouth College, all brst-year  net Secure Yet, DammitOroc.
students are issued PKI tokens, AusCERT Asia Pacific Information
research on usability for secure com-  Technology Security Conf,, AUSCERT,
munication is gaining momentu May 2004; http://conference.aus
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