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This document addresses the reviewer comments for the proposed project “Infrastructure for Distributed Collabo-
ration in Detecting Network Attacks”. Specifically, we clarify how this work meets government and industry needs at
this time and address how this work is different than existing related projects.

Addressing Current Needs

Today hackers disguise their attacks by launching them from a set of compromised hosts distributed across the Internet.
It is very difficult to defend against these attacks or to identify the hackers’ origin. These attacks have the power to
paralyze operations and access restricted documents. Often, there is no way of identify that an attack is in progress
until it is too late. Many times it is hard to identify what the attacker actually did. These are very important issues that
need to be addressed by the computing community.

Current intrusion-detection systems, whether commercially available or research prototypes, can signal the occur-
rence of limited known types of attacks. New types of attacks are launched regularly but these tools are not effective
in detecting them. Human experts are still the key tool for identifying, tracking, and disabling new attacks. Often
this involves experts from many organizations working together to share their observations, hypothesis, and attack
signatures. Unfortunately, today these experts have few tools that help them to automate this process.

Automated intrusion detection is difficult because new attacks are invented by hackers all the time. Existing
intrusion detection systems, whether based on signatures or statistics, give too many false positives, they miss intrusion
incidents, and they are generally difficult to keep current with all the attack signatures.

In this project we recognize that human experts will remain a critical part in the process of identifying, tracking and
disabling computer attacks. We also recognize that an important part of the discovery, analysis, and defense against
new distributed attacks is the cooperation that occurs between experts across different organizations. Furthermore,
many installations do not have the expertize necessary to develop full attack analysis. Our goal is to build automated
tools for computer experts and system administrators to

. identify the characteristics of an attack given data from network sensors
. develop a hypothesis about the nature and origin of the attack
. share that hypothesis with security managers from other sites

. test that hypothesis at those other sites and coordinate the results of testing
. archive the data necessary for use as evidence in later law-enforcement actions.
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So we propose to build two integratedrusion analysigools. The first allows humans (system administrators) to
automatically examine logs and generate hypotheses for what is happening in the system. The tool helps the human
iteratively refine a hypothesis about how the hacker got in, what the hacker did, and where s/he came from.

The second tool allows a system administrator to share that hypothesis with other system administrators, in a form
that allows the receiving administrator to easily check the hypothesis at their site. It should prevent the leakage of
proprietary information from the sender’s site, and allow the receiver to quickly verify that the testing of the hypothesis
will not harm their own site.

Relation with previous work

Our proposed research project supports incident analysis and recovery, rather than on intrusion detection. Our work
is complementary to Intrusion Detection Systems (IDSs). Our proposed project uses the output of intrusion-detection
systems, such aSRI's Emerald and UCSB’s STAF, in two ways: (1) as a provider of events that will start an

http://www.sdl.sri.com/projects/emerald
2http://www.cs.ucsb.edu/ rsg/STAT/


http://www.sdl.sri.com/projects/emerald
http://www.cs.ucsb.edu/~rsg/STAT/

analysis; and (2) as data to be used in the analysis process. Indeed, we are collaborating with the UCSB team to
develop a secure and flexible network-logging facility that can provide historical data to our analysis tool.

For us, an IDS provides the first alert that spawns a “backward” analysis aimed at identifying the sequence of
actions (and associated evidence) that brought the system to the current (unsafe) state. During the incident analysis,
IDS alerts will be used as supporting evidence, along with data from host and network logs.

The only relationship of the proposed research withlBW&G of IETF® is that the analysis system must be able
to understand the IDMEF alert format (and interoperate with the associated transfer protocol, IDXP) that is being
standardized by the IDWG. We do plan to support IDMEF input.

Our proposed project is not closely related with MIT’s Lincoln LAD$ evaluation effort The LL effort has
been a three-year effort sponsored by DARPA. The goal of the LL project was to provide a means to evaluate IDSs,
especially those funded by DARPA. Our proposed analysis system may use the test and training data produced as
a byproduct of their project, to generate test cases for our analysis tools. Although the 1998 and 1999 data will be
helpful, the data from the 2000 LL evaluation will be the most valuable because it contains data pertinent to multi-step
attacks.

At NIST, Computer Security Resource Cefitlias an intrusion-detection system based on mobile-agent tech-
nology. We do plan to use mobile code and possibly mobile agents to aid in distributed data collection, but not
intrusion detection. The NISCommon Criteria Evaluation Schefnis another security-tools evaluation and certifi-
cation project, but to the best of our knowledge they have not developed any tools like ours. The Federal Computer
Incident Response CentéfedCIRCY, hosted at NIST, suggests tools for intrusion detection and is a forum for re-
porting attacks. This web site allows limited human-to-human collaboration about attacks but to our knowledge there
is no specific software for forming, communicating, and automatic testing of hypotheses about attacks.

At CERT, theAirCERT project is another attempt to collect alerts from many sites around the country and to
organize them into a Knowledgebase for broader analysis. AirCERT aims to collect intrusion information in real time,
and to organize the information for CERT and others to analyse the data. AirCERT focuses on attacks that are known,
or at least detectable by existing IDS technology.

CERT’s Analysis Console for Intrusion Databases (ACII¥ a tool to analyse a database of alerts, log data, and
packet data. This tool is perhaps closest to our project of any that we have seen, as it is a tool for exploring and
analyzing intrusion data, and it can export information to email for informal collaboration. It does not, however, have
any capability for hypothesis generation, refinement, or sharing, which are the core of our project.

A selection of other related literature is presented in the “References” section below, including our own short

paper [ ].

Our unique contributions
In short, our project has a unique approach to intrusion analysis, in that

. we focus on intrusion analysis rather than intrusion detection,

. our tools allow the human to collaborate with the system,

we propose a new process for iterating through hypotheses using log correlation,
we propose new algorithms for automated hypotheses refinement,

. we propose distributed execution of log correlations,

. we propose a collaborative process between humans via hypothesis sharing, and

N~ o 0~ wN P

. we propose to develop new visualization methods for huge log data.
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