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Abstract 

This study examines how a healthcare organization’s security practices (including IT 
controls, policies, education, and hiring practices) influence their perceived regulatory 
compliance and security performance. We utilized qualitative and quantitative survey 
data provided by senior IT managers from 250 healthcare organizations. The data 
provides a snapshot of patient information security in the surveyed organizations. 
Healthcare organizations must focus on preventing breaches (which results in brand 
damage and direct remediation costs) as well as complying with government regulation 
(to avoid indirect costs, including fines and penalties). Using hierarchical linear 
modeling (HLM), we examine how specific security practices improve regulatory 
compliance, protect patient information, and minimize the impact of a breach incident. 
The results show that audit polices are positively associated with perceived regulatory 
compliance and security policies are associated with security performance. We also find 
that the interaction of both audit and security policies has a more significant effect than 
either type alone. Surprisingly, an organization’s level of compliance is not significantly 
associated with actual security performance. This study contributes to demonstrating 
which security practices can help the organizations comply with the regulations and the 
effects of security practices and regulatory compliance on information security 
performance. This can provide healthcare organizations with strategic guidelines to 
improve their regulatory compliance and security performance. 
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Introduction 

A growing level of awareness of healthcare information security in the U.S. has led to increased regulation 
and changes in security practices to comply with the new rules. However, a survey2 by the US Department 
of Health and Human Services (HHS) noted that many respondents were still confused by the varying 
applications and interpretations of both federal (HITECH/HIPPA) regulations and state security laws. 
The regulations allow hospitals significant latitude in developing their security practices. This variation 
must be addressed to achieve national goals of widespread interoperable electronic health information 
exchange.  

Researchers and practitioners have argued that organizations must be strategic in their approach to 
information security and regulatory compliance because security practices and budgets need to reflect 
various dimensions of evolving security threats (Johnston and Warkentin 2010; Kayworth and Whitten 
2010; Spears and Barki 2010). However, organizations have focused on the primary role of technology in 
designing effective security solutions. Many have worried that organizations overemphasize simple 
checklists of technical parts rather than striving to deploy various solutions in protecting patient 
information (Puhakainen and Siponen 2010). However, it is not clear what such a strategy looks like in 
practice or how organizations actually achieve both proper regulatory compliance and security 
management.  

This study examines how specific security practices improve regulatory compliance, protect patient 
information, and minimize the impact of a breach incident. Further, we investigate whether the level of 
compliance actually affects security performance. We formalize hypotheses describing the relationship 
between security practices, performance, and regulatory compliance.  

Our results suggest that security prevention and audit polices are positively associated with security 
performance and perceived regulatory compliance, respectively. We also find that the interaction of both 
prevention and audit policies has a more significant effect than either type alone. This study contributes to 
demonstrating which security practices can help the organizations comply with the regulations and how 
security practices and regulatory compliance affect information security performance. This can provide 
healthcare managers build strategic guidelines to improve their regulatory compliance and security 
performance.  

 

  

Figure 1. Conceptual Framework 

                                                             

2 In June 2005, the US Department of Health and Human Services (HHS) published the Summary of Nationwide 
Health Information Network Request for Information Responses, which contained responses from 512 organizations 
and individuals. 
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Table 1. Dimensions of Security Practices 

Purpose Type Variables Security Practices 

IT Applications  

Technical IT Security Measures 
Security Prevention 
IT Controls 

IT 
Prevention 

Data Access Minimization 

3rd Party IT Controls ITthird Utilization of Tools to Secure Patient Information 

Security Policy Security Prevention 
Policies 

Prevention 
Ensuring that Patient Is Who They Say They Are 

HR Monitors Completion of Courses 

Formal Education Courses HR Policies iHR 

Hiring Practices (i.e. background checks) 

Business Associate Agreement Signed by 3rd Party 

Ensuring 3rd Party’s Plan for Notifying Breach 
3rd Party Prevention 

Policies 
Third 

Ensuring 3rd Party’s Plan for Identifying Breaches 

Proof of Employee Training 

Prevention 

3rd Party HR Policies eHR 
Proof of Employee Background Check 

Regular Audit Systems 
Audit IT Controls ITAudit 

IT Audit Logs for Analyzing Inappropriate Access 

Specific Policy to Monitor Electronic Health Information  

Regular Audits For Processes Where Patient Info is Shared 

Regular Scheduled Meetings  To Review Security Policies 

Auditing 

Audit Policies Audit 

Process in Place for Reporting Breaches  

Background and Hypotheses  

Generally, the goals of information security include regulatory compliance and secure operations (i.e., 
preventing breaches) (Bulgurcu et al. 2010; Johnston and Hale 2009; Kayworth and Whitten 2010; von 
Solms 2005;). Weber (1999) suggested that information system controls should be regarded as a system 
of preventing and auditing illegal events (Weber 1999). Some security research argued that organizations 
should establish information security systems with preventive control systems and audit systems to 
reduce security failures (Hong et al. 2003; Straub et al. 2008). These aspects have parallels in quality 
management where the concept of the cost of quality (COQ) is typically classified into prevention (e.g., 
design, process engineering), appraisal (e.g., inspection, testing), and internal/external failure costs (e.g., 
repair) (Behara et al. 2006; Ittner et al. 2001). In addition, conformity to ISO standards has been 
emphasized as a signal of high quality achievement. Such similarities between information security and 
quality motivate us to utilize the philosophy of quality management to build our conceptual framework 
(Naveh, 2004). We categorized a set of information security practices into prevention and audit controls. 
Further, while information security is perceived to be a technical issue as a low-level technical function, 
our study tries to examine the importance of information security as a strategic issue by dividing security 
practices into IT controls and policies. Table 1 lists the categories of such security practices, and Figure 1 
describes the conceptual framework. 

Security Prevention and Audit IT Controls 

Information security strategy includes a continuous process of identifying and measuring risks, and 
implementing and monitoring controls (D'Arcy et al. 2009; ITGI 2005). Historically, organizations have 
followed a technically focused strategy for designing effective security solutions, since information 
security has been perceived to be a somewhat technical issue (Urbaczewski and Jessup 2002). IT controls 
are generally believed to improve an organization’s ability to monitor suspicious activities and prevent an 
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information breach. Thus, IT controls increase security performance as well as perceived compliance with 
regulations. Thus, we hypothesize: 

H1a: Security Prevention IT controls are positively associated with perceived regulatory compliance. 

H1b: Audit IT controls are positively associated with perceived regulatory compliance. 

H1c: Security Prevention IT controls are positively associated with security performance. 

H1d: Audit IT controls are positively associated with security performance. 

Security Prevention and Audit Policies 

While information security has often been positioned as an independent function from the business, the 
recent view has started to consider a socio-technical perspective on information security, emphasizing the 
importance of information security policies when designing and implementing technical solutions. 
Information security policies contain detailed guidelines for the proper/improper uses of organizational 
IT resources and  security procedures (Puhakainen and Siponen 2010; Siponen and Vance 2010). The 
policies rely on the same underlying mechanism as societal laws: providing knowledge of what constitutes 
acceptable and unacceptable conduct increases the efficiency of an organization’s security activities 
through comprehensive information security education of all employees in organizations (Herath and Rao 
2009).  

H2a: Security Prevention policies are positively associated with perceived regulatory compliance. 

H2b: Audit policies are positively associated with perceived regulatory compliance. 

H2c: Security Prevention policies are positively associated with security performance. 

H2d: Audit policies are positively associated with security performance. 

The Balance of Security Prevention and Audit 

For many organizations, auditing all security activities has become as important as ensuring that breach 
prevention procedures are in place. Von Solms (2005) discussed the differences that should exist between 
prevention operations and security auditing. He argued that good information security governance can be 
achieved through a balanced approach, since the two complement each other via shared processes (von 
Solms 2005). This perspective is also aligned with the concept of COQ that evaluates the optimal trade-
offs across prevention and appraisal costs, and the costs of failure. Therefore, we hypothesize: 

H3a: The interaction of Security Prevention and Audit IT controls increases perceived regulatory 
compliance more than either type alone. 

H3b: The interaction of Security Prevention and Audit policies increases perceived regulatory 
compliance more than either type alone. 

H3c: The interaction of Security Prevention and Audit IT controls increases security performance 
more than either type alone. 

H3d: The interaction of Security Prevention and Audit policies increases security performance more 
than either type alone. 

Regulatory Compliance and Security Performance 

If an organization complies with internal policies and legal requirements, organizational security 
improves via the adoption of practical solutions that respond to regulatory requirements. Such practical 
solutions might allow organizations to sustain consistent practices and effectively defend against illegal 
practices (Liberti 2008). 

H4: The level of an organization’s regulatory compliance influences its security performance. 
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Data and Research Methodology 

We draw data from the Kroll/HIMMS3 survey of hospitals on patient data safety, conducted in December 
2009. This telephone-based survey had a variety of individuals within healthcare organizations that have 
experience with their organization’s privacy and security environment. Respondents included IT 
executives, Chief Security Officers (CSO), Health Information Management (HIM) Directors, Compliance 
Officers and Privacy Officers in 250 organizations.  

Dependent Variables 

To test the hypotheses, we employ two types of dependent variables: Compliance and Performance. For 
Compliance, we use a scale of one to seven on compliance with three key regulations: HITECH, HIPAA, 
and State Security Laws. Performance is measured by the number of breach occurrences and by the 
existence of financial impacts of breaches.  

Independent Variables 

Our independent variables include major security practices. The survey provided adoption data on 22 
security practices. Among these practices, we selected the practices having significant loadings (>0.5) 
from a factor analysis, resulting in 8 dimensions. As mentioned before, the security practices were 
categorized by purpose: ensuring security or auditing. Table 1 shows the assignment of security practices 
to independent variables. 

Control Variables 

Control variables include Size, Type, Top level support, and Data coordination. Size is measured by the 
number of licensed beds. Type is a dummy variable to describe the organization type. If an organization is 
a general medical institute, Type is set to one; otherwise zero. In addition, we incorporated top-level 
support for information security and the level of data coordination among departments. These variables 
control for organizational security maturity. Both variables use a seven-point scale, where seven is highest 
level of top-level support or coordination (and one is no support or coordination). 

Level 1  

 

Level 2 

 

Multilevel Model 

 

                                                             

3 Kroll is a leader in healthcare data security that has helped some of the largest healthcare providers in the country 
respond to data security breaches, in partnership with HIMSS, the leading organization representing health 
information management systems and services. 
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Model 

The analysis was conducted at two levels using Hierarchical Linear Modeling (HLM), which can trace 
whether security performance are varying by compliance levels. The HLM estimates an intercept for each 
compliance level. The following equations express the organization-level, Performanceij using a pair of 
linked models: one at the organization level (Level 1) and another at the compliance-level (Level 2). 
Substituting (1) and (2) yields the multilevel model (3). We first examine the effects of security practices 
on an organization’s compliance status. Then, we investigate the relationship between the adoption of the 
practices and actual security performance as well as tests how the relationship varies across compliance 
levels. 

Preliminary Analyses and Results 

Table 2 displays the descriptive statistics and inter-correlations between the variables. Note that most 
correlations are low.  Thus, multicollinearity is not a concern in the study. Tables 3 and 4 report the 
results from the fixed (Equation (2)) and random effect (Equation (3)) models, respectively.  

Table 2. Descriptive Statistics and Correlation Matrix 

 N Mean 1 2 3 4 5 6 7 8 

1. IT Prevention 250 0.96 1.00        

2.IT Audit 250 0.85 0.29 1.00       

3.3rd Party IT  250 0.79 0.21 0.20 1.00      

4.Data Coordination 250 5.94 0.09 0.26 0.18 1.00     

5. Prevention Policies 250 0.95 0.15 0.20 0.11 0.11 1.00    

6.Audit Policies 250 0.84 0.17 0.55 0.27 0.21 0.23 1.00   

7.3rd Party Prevention 
Policy  

250 0.84 0.14 0.22 0.39 0.25 -0.01 0.32 1.00  

8.HR policy 250 0.90 -0.06 -0.23 -0.25 -0.22 -0.11 -0.23 -0.12 1.00 

9.3rd Party HR policy 250 0.57 0.14 0.25 0.42 0.24 0.20 0.21 0.40 -0.22 

Notes. Bold values are statistically significant correlation coefficients with p<0.05 

The results indicate that none of the IT controls has a significant effect on compliance. H1a and H1b are 
not supported. On the other hand, auditing policies significantly increase compliance levels for all three 

regulations (β04=0.41 and 0.38 in HITECH and HIPPA at p<0.05, 0.24 at p<0.10 in State Laws) 
supporting H2b, while security policies do not have a significant effect on compliance levels (thus no 
support for H2a). Likewise, while IT controls do not influence an organization’s security performance (no 
support for H1c and H1d), security policies significantly decrease breach occurrences and the financial 

impacts of a breach (β03=-3.36 and -0.40 at p <0.01), supporting H2c. However, we find no support for 
H2d (auditing policy). 

Although neither IT security or IT audit controls affect compliance and performance, the adoption of both 

of them significantly decrease breach occurrences and the financial impact of a breach  (β07 =-3.36 and -

0.40 at p<0.01), as well as increase compliance in state laws  (β07=0.92 at p <0.10 in HIPAA and β07=0.30 
at p<0.01 in state laws). Thus, H3a and H3c are supported. In terms of policies, the interaction of security 

and audit policies also improve compliance levels (β08=2.10 in HITECH at p<0.05) and security 

performance by preventing breach occurrence and financial impacts (β08=-13.84 and -1.11 at p<0.01). 
These results support H3b and H3d. When the effects of security practices are separately tested against 
information breaches (from both the inside and outside the organization), internal breaches significantly 

decline (β08=-1.28 at p<0.01) more than external breaches (β08=-0.42 at p<0.05). 
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We further investigate whether security performance differs with compliance levels. Although we have 
tested all three regulations, we have reported only HITECH compliance for a random effect, since 
HITECH has the most representative effect among the regulations. Table 4 shows the estimates for the 

random effects of the model. The results show the estimate values of τ00= 0.03 and σ2= 3.21. The p values 
of hypothesis tests indicate that the variance among HITECH compliance levels is not significant but the 
variance among organizations with their own security practices is significant. Thus, we can suggest that an 
organization’s security performance does not vary with their belief about its compliance, but vary with its 
security practices. Therefore, an organization’s security performance depends on its security practices, not 
its perception of compliance level. 

Table 3. Security Practices and Regulatory Compliance 

 Model(1)  Model(2) 
 HITECH HIPAA State Laws  HITECH HIPAA State Laws 

IT Prevention 
0.39 

(0.36) 
0.02 

(0.26) 
0.28 

(0.29) 
 0.42 

(0.36) 
0.06 

(0.20) 
0.28 

(0.28) 

IT Audit 
0.04 

(0.19) 
-0.12 

(0.13) 
0.18 

(0.15) 
 -0.01 

(0.19) 
-0.08 
(0.11) 

0.18 
(0.15) 

3rd Party IT  
0.11 

(0.13) 
-0.04 

(0.09) 
0.13 

(0.10) 
 0.11 

(0.13) 
0.04 

(0.08) 
0.13 

(0.11) 

Prevention Policies 
-0.17 

(0.28) 
-0.18 

(0.20) 
-0.16 

(0.23) 
 -0.14 

(0.28) 
0.04 

(0.09) 
-0.15 

(0.22) 

Audit Policies 
0.45* 

(0.24) 
0.41** 
(0.17) 

0.24 
(0.19) 

 0.41** 
(0.21) 

0.38** 
(0.14) 

0.24* 
(0.20) 

3rd Party Prevention 
Policy  

0.17 
(0.19) 

0.06 
(0.14) 

0.10 
(0.15) 

 0.18 
(0.19) 

0.18 
(0.11) 

0.08 
(0.19) 

HR policy 
0.06 

(0.37) 
0.11 

(0.27) 
0.04 

(0.29) 
 0.44* 

(0.23) 
0.02 

(0.05) 
0.11 

(0.09) 

3rd Party HR policy 
-0.65 
(0.61) 

-0.15 
(0.47) 

0.02 
(0.49) 

 0.26** 
(0.12) 

0.06* 
(0.03) 

0.114 
(0.09) 

Data Coordination 
0.10** 
(0.04) 

0.15*** 
(0.04) 

0.14*** 
(0.04) 

 0.10** 
(0.05) 

0.14*** 
(0.03) 

0.15*** 

(0.04) 

Interaction Effects        

IT Prevention × IT 
Audit 

− − − 
 1.32 

(0.93) 
0.92* 

(0.49) 
0.30*** 
(0.12) 

Prevention × Audit 
Policies 

− − − 
 2.10** 

(1.05) 
0.11 

(0.08) 
0.11 

(0.09) 
3rd Party IT × 3rd Party 
Prevention Policy 

− − − 
 0.08** 

(0.04) 
0.07*** 
(0.02) 

0.09*** 
(0.03) 

Controls 
   

 
   

Top level Support 
0.09* 
(0.4) 

0.08** 
(0.03) 

0.04 
(0.03) 

 0.12*** 
(0.04) 

0.09*** 
(0.03) 

0.04 
(0.04) 

size 
0.01 

(0.07) 
0.07 

(0.05) 
0.14 

(0.06) 
 0.00 

(0.07) 
0.06 

(0.05) 
0.12** 
(0.05) 

General Medical 
-0.25** 
(0.10) 

-0.03 
(0.07) 

-0.09 
(0.08) 

 -0.23*** 

(0.09) 
-0.024 
(0.08) 

-0.92 
(0.08) 

Adj R-Square 0.24 0.20 0.24  0.25 0.20 0.24 
 

Notes. Standard errors are in parentheses. p-values are represented by * Significant at p <0.10, ** Significant at p<0.05, *** 
Significant at <0.01. 

Conclusions 

This study examines how a healthcare organization’s security practices (including IT controls, policies, 
education, and hiring practices) influence managers’ perceived regulatory compliance and security 
performance. We utilized qualitative and quantitative survey data provided by senior IT managers from 
250 healthcare organizations. The data provides a snapshot of patient information security in the 
surveyed organizations. Healthcare organizations must focus on preventing breaches (which results in 
brand damage and direct remediation costs) as well as complying with government regulation (to avoid 
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indirect costs, including fines and penalties). We categorized security practices into security and auditing 
strategies.  

Table 4. Security Practices and Security Performance 

 Model(1)  Model(2) 

 
Breach# Inside Outside 

Financial 
Impacts 

 
Breach# Inside Outside 

Financial 
Impacts 

IT Prevention 
0.71 

(1.08) 
0.17 

(0.15) 
0.07 

(0.07) 
-0.02 

(0.09) 
 4.61** 

(1.92) 
0.41* 

(0.28) 
0.19 

(0.13) 
0.29* 
(0.17) 

IT Audit 
0.16 

(0.56) 
0.07 

(0.08) 
-0.06* 
(0.03) 

0.03 
(0.05) 

 4.11* 
(2.53) 

0.36 
(0.38) 

0.06 
(0.17) 

0.37* 
(0.22) 

3rd Party IT  
0.25 

(9.41) 
0.01 

(0.05) 
0.00 

(0.03) 
0.04 

(0.03) 
 -0.17 

(0.91) 
-0.02 
(0.13) 

-0.01 
(0.06) 

0.01 
(0.07) 

Prevention Policies 
-3.36*** 

(0.85) 
-0.40*** 

(0.12) 
-0.07 

(0.05) 
-0.22*** 

(0.07) 
 6.60** 

(2.33) 
0.52 

(0.34) 
0.23 

(0.15) 
0.57** 
(0.20) 

Audit Policies 
0.42 

(0.75) 
0.06 

(0.10) 
0.07 

(0.04) 
0.05 

(0.06) 
 13.15*** 

(2.94) 
1.27*** 
(0.44) 

0.46** 
(0.20) 

1.07*** 
(0.26) 

3rd Party Prevention 
Policy  

0.36 
(0.62) 

0.03 
(0.08) 

0.05 
(0.04) 

-0.07 
(0.05) 

 0.12 
(0.96) 

-0.03 
(0.13) 

0.04 
(0.06) 

0.05 
(0.08) 

HR policy 
-1.94** 
(0.78) 

-0.28**** 

(0.10) 
-0.06 

(0.04) 
-0.04 

(0.06) 
 1.88 

(1.75) 
0.26 

(0.20) 
0.06 

(0.05) 
0.03 

(0.06) 

3rd Party HR policy 
-0.67* 
(0.36) 

-0.08 
(0.05) 

-0.01 
(0.02) 

-0.06* 
(0.03) 

 -0.61* 
(0.35) 

-0.08* 
(0.05) 

-0.01 
(0.02) 

-0.06** 
(0.03) 

Data Coordination 
0.06 

(0.15) 
-0.02 
(0.2) 

-0.02* 
(0.01) 

-0.00 
(0.01) 

 0.09 
(0.144) 

-0.01 
(0.02) 

-0.02* 
(0.01) 

-0.00 
(0.01) 

Interaction Effects         

IT Prevention × IT 
Audit − − − − 

 -4.95* 
(2.72) 

-0.35 
(0.40) 

-0.15 
(0.18) 

-0.40* 
(0.23) 

Prevention × Audit 
Policies − − − − 

 -13.84*** 
(3.07) 

-1.28*** 
(0.45) 

-0.42** 
(0.20) 

-1.11*** 

(0.27) 

3rd Party IT × 3rd 
Party Prevention 
Policy 

− − − − 
 0.15 

(0.39) 
0.02 

(0.05) 
0.01 

(0.02) 
0.01 

(0.03) 

Controls 
    

 
    

Top level Support 
-0.16 

(0.15) 
-0.00 

(0.20) 
-0.00 
(0.01) 

-0.00 
(0.01) 

 -0.09 
(0.15) 

0.00 
(0.02) 

-0.00 
(0.01) 

0.00 
(0.01) 

size 
0.78 

(0.23) 
0.07** 
(0.03) 

0.05 
(0.01) 

0.09*** 
(0.02) 

 0.68*** 
(0.23) 

0.06 
(0.03) 

0.05*** 
(0.01) 

0.08*** 
(0.018) 

General Medical 
-0.41 

(0.33) 
-0.04 

(0.04) 
-0.05 

(0.02) 
-0.08*** 

(0.03) 
 -0.46 

(0.31) 
-0.04 

(0.05) 
-0.06*** 

(0.02) 
-0.09*** 
(0.026) 

Random Effects          

Intercept(HITECH) 
0.05 

(0.12) 
0.00 

(0.00) 
0.00 

(0.00) 
0.00 

(0.00) 
 0.03 

(0.08) 
0.00 

(0.00) 
0.00 

(0.00) 
0.00 

(0.00) 

Residual 
3.21*** 
(0.35) 

0.07*** 
(0.01) 

0.01*** 
(0.00) 

0.02*** 
(0.00) 

 3.10*** 
(0.34) 

0.06*** 
(0.01) 

0.01*** 
(0.00) 

0.02*** 
(0.00) 

Adj R-Square 0.19 0.14 0.12 0.19  0.25 0.14 0.15 0.23 

Notes. Standard errors are in parentheses. p-values are represented by * Significant at p <0.10, ** Significant at p<0.05, *** 
Significant at <0.01. 

Using the HLM, we examined the effects of the practices on security performance and regulatory 
compliance. We also investigated whether the level of compliance actually affects security performance. 
The results show that audit polices are positively associated with perceived regulatory compliance and 
security policies are associated with security performance. Further, we find that the interaction of both 
audit and security policies has a more significant effect than that of either type of the controls alone. 
Surprisingly, an organization’s level of perceived compliance is not significantly associated with actual 
security performance.  
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We draw important implications from these findings. Given that existing regulations allow for varying 
applications and interpretations of compliance, healthcare organizations have evaluated compliance levels 
according to the adopted auditing policies. However, our results imply that the organization’s perception 
of compliance had little impact on actual security performance. Therefore, policy makers should focus on 
providing incentives for security investment rather than solely depending on compliance. We also 
conclude that the combined impact of security operations and auditing strategies is better than that of 
either alone. Thus, organizations that balance investment between security operations and auditing, 
improve both compliance and security performance. 
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